Abstract-Terrorist network is particular type of social network with prominence on efficiency and performance. In order to propose successful approaches for terrorist organizations destabilization, identification and understanding of structural properties of network is essential. This paper presents a brief survey of centrality measures from social network analysis using optimizing standards to those based on information performance, efficiency and overall performance
SNA offers a set of illustrative measures that help in investigating terrorist networks. [11] SNA techniques are applicable for studying terrorist networks, as they define social structures of network. Centrality measures from SNA applied in order to measure the importance of each node in the network. Analysis of each and every node in network is performed and centrality measures for each node are calculated correspondingly.
Every terrorist organization ensures being efficient in terms of performance, coordination and communication between its members without being detected. Discovery of single or set of key players using Social network analysis centrality measures is done in literature for terrorist networks.
This research focuses on terrorist/covert networks, as terrorist/covert networks tend to perform and work efficiently without being detected. Network level measures efficiency, information performance and overall performance for the whole network are used. Terrorist networks have the property of being efficient when it comes to communication of information within network. Goal is to use node level measures and then remove set of key nodes that would result in drop of network efficiency and performance. We will prove how efficiency and performance of network can be minimized using SNA measures.
II. RELATED WORK
The very first attempt to analyze terrorist networks using essentials of SNA was done by Valdis Krebs [12] in 2002. The
International Conference on Recent Advances in Computer Systems (RACS 2015) study used network analysis to map 9/11 hijackers network. Krebs during his study followed conventional SNA methods in a graph. He evaluated relations/ties in the network on the basis of strength as strongest, moderate and weak ties. He used different thickness in ties between nodes to signify strength of relationship. Krebs then provided with the analysis of his research using standards of SNA, the centrality measures which evaluated the participation of each node in attacks. This was helpful for law enforcement departments in order to detect terrorist networks effectively. Krebs argued that this development traded efficiency for secrecy. Krebs in his study provided the most profound SNA of terrorist organizations to date.
Carley et al. [13] in their study introduced current development tools in SNA. Tools comprised of network measures i.e., centrality measures and UCINET as statistical analysis program. Study also mentioned some difficulties faced in research of network destabilization, mostly difficulties were in nature of networked organization, distributed knowledge and resources and changing network structure. Carley et al asserts that difficulties can be overwhelmed by enhancing and improving current tools, one of which was expanding SNA to DNA. Their paper partially implemented the suggested improvements.
Framework for destabilization of terrorist networks has been proposed by Carley et al. [14] . Their study mentioned limitations of static SNA which are applied for identification and destabilization of covert networks. Solution proposed for this limitation was DNA, in which adding/dropping of nodes have been taken into account. Paper also defines the process of adding and dropping key entities. They also proposed strategy for destabilization of terrorist network. The study recommends that the proposed strategy is to be applied after having knowledge of entire network.
According to Carley [15] whenever a network is damaged links and nodes got missed. The remaining nodes are efficient enough to interact with each other and create an alternate way to communicate. Single isolation does affect the network performance, but it is not significant to break the network. Thus multiple isolations must be carried out in order to maximize the effect of destabilization.
In study of Jennifer [16] existing criminal network analysis tools and approaches were categorized for identification of subgroups, finding key players, discovering patterns of interaction and revealing the organizational structure.
Resseler [17] provided an overview of SNA research in counter terrorism. His study focused on several defense, academic and government activities for collection of data and terrorist network modelling.
Investigative data mining toolkit framework was introduced by Nasrullah Memon and Henrik Legind Larsen [3] . Their suggested techniques and algorithms to construct command structure of networks, have been implemented on past case studies of terrorist attacks including 9/11, Bali Bombing, WTC 1993 bombing and Khobar Tower Bombing.
For destabilization of terrorist networks two highly beneficial algorithms were proposed in 2006, by Nasrullah Memon and Henrik Legind Larsen [18] . Their study about terrorist networks turned out several possible solutions for detection of terrorist networks more efficiently. To achieve destabilization in a promising manner, hierarchy of algorithms were suggested which were based on approaches of SNA along with the measures. New centrality measure dependence centrality was introduced, which defines dependence of every node with each other nodes.
Taking case study of 9/11 Nasrullah Memon et al. [19] presented the detection of crucial parts in terrorist networks. Structural cohesion study is presented, which was used only for traditional SNA. They said structural cohesion can also be used for several other areas of applications like IDM for destabilization of terrorist networks. Structural cohesion is defined as disconnection of network after removing several nodes. Several concepts of structural cohesion are also discussed namely cliques, n-clique, n-clan and k-plex to conclude robustness, familiarity and reachability within subgroups of 9/11 networks. They also suggested a strategy for detecting critical domains in terrorist networks, removal of those nodes will result in network disruption. Nasrullah Memon and David L. Hicks in their study of terrorist networks [20] , introduced IDM technique and applied it to terrorist networks in order to detect high value of individuals. The presented approach was applied to the case study of 7/7 London Bombing.
Everton [21] proposed that before defining the strategies for disruption of social network using centrality measures form SNA in order to discover of key players, the whole topography of network must be considered for effective computation of potency of terrorist networks. The size of network, number of attacks and network resilience must be taken into account.
In order to notice the variations over time in structure and effectiveness of network, Everton [22] analyzed and constructed the Noordin's top terrorist network from 2001-2010. This study proposed that terrorist groups which are dense but decentralize are most effective and are most difficult to disrupt.
Karthika [23] examined and compared previous work done in domain of SNA for terrorist networks. Her work categorized several approaches of SNA as destabilizing terrorist networks, DNA, discovering key players and detecting subgroups etc.
III. ANALYSIS OF SNA TECHNIQUES TO DESTABLIZE TERRORIST NETWORKS
The SNA technique involves detection and interpretation of behavioral patterns and hidden structures among ties and actors within social networks [2] .
SNA techniques can be implemented on actors in social groups to key out actors with central roles, who are apart, or actors who have highest degree of relations etc. Information propagation in the network can be improved or even stopped by using this information Many studies in SNA have come out with variety of measures to analyze the communication patterns and structure of social network. Centrality is one of the most important measures. Centrality relates to position of the actor in context social network [24] . Applications of centrality in other research works are as, analyzing structure and patterns of terrorist networks, analyzing the opportunities of employment, to investigate effect of patterns in networks, etc. [25] .
Centrality measures assist in identification of key person in the network. Several measures of centrality are defined which indicate importance of a node. Major centrality measures used in SNA are degree, closeness and betweenness to look at importance of a node.
A. Node Level Measures Degree Centrality
Degree [26] of a node is measured as number of direct connections to a node. Node with high degree value is an important entity in the network.
Mathematically,
In terrorist networks, degree centrality assists in identifying number of nodes who can reach directly from a particular node. It is not necessary that node with highest degree value is the leader of network.
Betweenness Centrality
Betweenness [26] of a node is measured to what extent a specific node lies between other nodes in the network. All nodes in the network are not connected directly to each other; a path from a node to another node may pass through one or more intermediate nodes within network. Betweenness centrality is measured as rate of occurrence of node on geodesic connecting other pair of nodes.
Mathematically,
Where gjk(i) is the number of shortest paths connecting jk passing through I, and gjk is total number of shortest paths In terrorist networks, betweenness centrality assists in finding a node that contain maximum of information (broker) between two groups in the network.
Closeness Centrality
Closeness [26] of a node is measured to how quick one can reach from a node to all other nodes in the network. A node is central when it has quick and easy access to all other nodes in the network. In terrorist networks, closeness centrality assists in identifying a node that can quickly access all other nodes in the network.
Mathematically,
In terrorist networks, closeness centrality assists in identifying a node that can quickly access all other nodes.
B. Network Level Measures Efficiency
Efficiency E(G) of network is a measure [6] to quantify how efficiently exchange of information takes place between the nodes of the network.
Mathematically [6] Where, N represents number of nodes in the graph. Value of E is normalized for this equation and lies between intervals of [0, 1]. The efficiency E has been calculated for many real networks.
Information Performance
Performance of network in context of information is defined by multiplicative inverse of total distance. Lindelauf et al presented a definition of information performance [27] which is close to efficiency definition proposed in [6] . In terrorist networks if information flows through number of nodes chances of interception of information are likely to be more.
Mathematically
Information Performance , is formulized as [27] Where, n represents the number of nodes and is the total distance.
As
for any network follows that .
If each node in network communicates with every node else in the network, information will move freely which will result in the best information performance that is = 1.
Overall Performance
Overall performance measure was proposed by Lindelauf et al. as mathematical product between information performance and secrecy [27] .
Mathematically overall performance is formulized as is a real big problem to map the terrorist/covert networks that would help in prevention of criminal activity or terrorist attacks.
The Noordin's terrorist network comprised of 79 nodes representing the terrorists and their followers, followers interact with the terrorists directly or indirectly through 200 links among them. To individuate the set of key nodes that is, the nodes which were responsible for the key roles in the network, those nodes were deactivated in form of pairs. Deactivation is done on the basis of centrality measures. First the efficiency, information performance and overall performance of whole network are computed. On node basis centrality measure of each node is calculated. Pair of nodes with higher values of centrality is deactivated. Each time the pair of nodes is deactivated drop in efficiency, information performance and overall performance in network is noticed.
Fig. 1. Noordin Mohammad Terrorist Network
The results reported in the table.1 indicate that according to degree centrality Noordin Mohammad and Azhari Husin are the two key nodes/person their deactivation drops more than 23% of efficiency, 25% of information performance and 18% Overall performance of the whole network. In similar way by deactivating additional pair of nodes with key nodes causes drop in efficiency by 42%, drop in information performance by 52% and drop in overall performance by 50% of whole network. Removed pair of nodes are listed in first column, degree of the removed nodes is listed in second column, original network efficiency is E(G) is 0.429, drop in efficiency deactivating pair of nodes is reported in third column, information performance of original network is 0.369, drop in information performance is reported in fourth column, overall performance of network is 0.336 and drop in overall performance of network is reported in last column.
Graphically the drop in efficiency, information performance and overall performance can be viewed in fig.2 . According to betweenness centrality when four pairs of key nodes were deactivated drop in efficiency by 32%, drop in information performance by 40% and drop in overall performance by 39% was noticed. Nodes along with their names and values of betweennes centrality are listed below in table.2. Graphically the drop in efficiency, information performance and overall performance according to betweenness centrality can be viewed in fig.3 . In the similar way according to closeness centrality deactivating three pair of nodes results in drop of efficiency, information performance and overall performance by by 39%, 50% and 50% of the whole network. Graphically the drop in efficiency, information performance and overall performance according to closeness centrality can be viewed in fig.4 . It was analyzed that by removing pair of nodes according to centrality measures the network efficiency, information performance and overall performance of the network was affected. As terrorist networks tend to be efficient in terms of performance and information propagation, by removal of 15% to 20% of the nodes their efficiency, information propagation and performance will be disturbed. So, having partial knowledge about terrorist networks and individuating key nodes from the network would help in disruption of terrorist network and prevention of criminal activity.
V. CONCLUSION
In this paper critical nodes of the network were identified whose removal causes a drop in efficiency and performance. Critical nodes are the nodes that are responsible for their efficient functions in terms of performance and efficiency. Application of the work is to find critical nodes from a communication network in order to protect from attacks, and to find the set of key nodes to target them that would result in disruption of a covert/terrorist network.
